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Administrivia

•HW Assignment 5 - Due Thursday! 

•Course Evaluations - Open Until Sunday December 
4th  

•Optional Final Exam Review Session: During Office 
Hours Thursday (12/1) & Tuesday (12/6) 

• Thursday - React Review 

• Tuesday - User Centered Design Review
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Today’s Class

•Part I: Quick Lecture on UI/UX Ethics 

•Part II: Begin Final Exam Review
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Ethics of UI Design
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5The Social Dilemma - Netflix



UI Design Ethics

• What are our responsibilities to users as UI/UX Designers?
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Ethical UI/UX Considerations
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•Existential Values in UX Design 

•Ill or Misdirected Intent 

•Benevolent Intent

https://uxpamagazine.org/building-an-ethics-framework-for-ux-design/



Existential Values
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• What are your values as a designer? 

• A focus on facilitating user tasks 

• Broadening access to technology 

• Expressing truth to users and hiding misinformation 

• Refraining from collecting data 

• How do those values align with the business directives of your 
company? 

• How will you encode your values into your intent, and reconcile it with 
your business?



Ill or Misdirected Intent
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• Balancing a user’s needs with business needs can be tricky 

• Sometimes, business needs may be prioritized, leading to harmful 
or misdirected intent 

• Prominent Example of this: 

• Dark Patterns



Dark Patterns
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https://webtransparency.cs.princeton.edu/dark-patterns/

1,818 Instances of Dark Patterns on Shopping websites, falling into 15 main types



Dark Patterns
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https://webtransparency.cs.princeton.edu/dark-patterns/

1,818 Instances of Dark Patterns on Shopping websites, falling into 15 main types



Dark Patterns: Sneaking
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Dark Patterns: Urgency
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Dark Patterns: Misdirection
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Dark Patterns: Social Proof
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Dark Patterns: Scarcity
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Dark Patterns: Obstruction
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Dark Patterns: Forced Action

18 https://webtransparency.cs.princeton.edu/dark-patterns/



Additional Reading
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https://arxiv.org/pdf/2101.04843.pdf




Moving Forward: Benevolent Intent
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• A Benevolent or “thoughtful” intent is what we should strive for 

• This is where the user’s needs are considered above all else 

• Business goals are balanced, but the designing for the user is a 
core value 

• This can be difficult to achieve, but I sincerely believe this 
necessary.


